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loT R FEFERFAEIT MQTT RRER(ER | AT RS ERT e EEAIINEIE. XF MQTT < , &
mSHEREPEEUTFE

session-id : IRBIE—RISIE.

BEREBNDBSER session-id , FHIEEHBSEBRKGH D, WA FERERSTTHRIGHER session-id. &
I2fs5F8 session-id , AWS IoT Rules Engine RILAFEFIIREFASHIRT | FHHRAEIERZDEER. AL
ARHEIMTHEIR. SZMEHBEN | RERALEREHMERPIFK.

response-topic : SHFEE—NPEREARIEERII— N REG SRS ( B HIEIR ) AR
N7 AR R |, FA TN |, W FHEE MQTT < |, dEkaHBE— N BB ERDN
FER. IRRFERENERARIINGRE. §la0 , BEERIATHSED

cmd/security/device-1/cert-rotation

ELERGRET | oT NAEEFEE—1RBIRE (device-1) RERRAAEEHTLHFERAI— AT
IRERRISIEORRT. BXILaSHREENE |, BERLUTRA

{
"session-id":"session-820923084.792",

"res-topic":"cmd/security/app1/res"
}

TEJLSRM TR AWS 10T SLie MQTT FERRER{ESCHAIERRZEM-

AWS IoT Shadow 7=l

A EBRANIRETAZE— NS | ESRETH FNHIRE | NmENEIEEIR
XmEE. Al , EIRRESTEHER AWS 10T Shadow {EAMIRERHGSHENS , FEHIEASEE
EXNERRFZFEEEUENEMEE.
HASRBRZLUNERER

o XAREHEIEFRSA turbine8000

o SHERFEREISETET turbine8000 HYIERT 1AM X FR(E RSN R iR

dWws
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o EEBMNSIEIRRFTA session-admin100
AR DRGSR FRENHSIER

S8 RER turbine8000 FRERAY MQTT Shadow EER[A IoT Shadow &fHHE. B AIELEES
FHRERS. HTFIRIEEEN | BIERIFMESIETRFEFLL clientToken FIFZZERAZ! 10T Shadow &K

h,
-

EEEA AWS loT Core &R

XKfa: $aws/things/turbine8000/shadow/update
T

"state": {
"desired": { "bladeAngle™:3 }

}Y
"clientToken": "admin1234"

5 : ARARETIRER FRIERIG LK

73RSt RIS SR

e Y, RIS RERITRE—E AR MQTT £/ |, LUEKCKE AWS loT Shadow BRSSHITENERN. =
D BFRIREITE update/delta. update/rejected. get/accepted #0 get/rejected FREBR/ FERK |,
LA TIRNR IS, FiE K.

iTiA: $aws/things/turbine8000/shadow/delta
LLLLL
_i(

REET AWS [oT Core RAAiREH 8000

mrn

HEERhE:
{
"version": 2,
"timestamp™: 1536755492,
"state": { "bladeAngle™ "3"},
"metadata™: {"welcome": { "timestamp™": 1536755492 } },
"clientToken": "admin1234"

}

Bl 6 . KJimseHl LRI
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ARG | KATREHWMEI—5%TF update/delta FSHE | XEHERPIRERSEMERSAE.
SRS ZAET , KITREHIEE clientToken FERIREIERKIARIXTT. AT  BHETTEIEPIRTE
B, (NTREERRG O VEHEEREIRNEN. )G | KRORETEZERHEE |
FH#F update AR TH W R EIRSAIND R

RSN AELEER

AT IEERKEIXTFREINSESHIERT , B U115 update /accepted #1 update/rejected 7.
EREHVEEEFIEAIRSAME! 10T Shadow 5 , EIERBIEIXTF update /accepted FERATEFHE
BHHEAER.

LI

_ TTTTT
BEET AWS IoT Core R73R5641 8000
K#n: $aws/things/turbine8000/shadow/update
f:
{
"state": {

"desired": { "bladeAngle":null },
"reported": { "bladeAngle":3 }

3
"clientToken": "admin1234"
}

7 . RSB R M EIRER

MQTT ap S ErATHI
X FE e IR , AP w/REsgmE SRR m S | DA ERRERRE AR R, If
RZEEE TTL. RETHENEFPEXER. IRR=REeIEIIseaT LULE M ATEEERIRTBINF T
8. WEFERRGIEAFIUTES | fINEEEETIEREFELEIRNRA-
ARSI TNERER
o EFHITENIZER ID /9 mobile-1
o REFHENEIRS ID 3 mobile-2
o FREIERBLENEMPEE. XEMNILETSCA groupld , He |, groupld &7 group-3
o HIITJEREHAY lockld 73 lock-1
o BB RESIE S series100. ZRFR I FHRANIME—IRRET.

R B REIUTBRIAR SiER
TEFEEAURTSS | BRUREFEIEUROIGHEING, HORROEREEMRENR
. ATFRRLAIERIAERNSERTT . SanOXRNREFRMETTR. SHsiEmRE

dws
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AFERPRIER A EE R DRI

BB ik AWS loT Core
K fi: cmd/series100/group-3/lock-1/credentials
fE:
{

"clientld":"mobile-1",
"sessionld":"0193-0428",

wn

"topic":"cmd/series100/mobile-1/res",

"action": {
"type":"generate-passcode”,
"uid":"visitor-1"

8 . BEIRFIERE AR FEIE
EREK. IWAALENRESARBVEIERE MQTT HE. fIal  BEEARFRIG<SERE , NA
EFALAREEREEEARNMAER. WREEBKRIGHDE  (BFERFIFEIBIEAL ,
METLAS ERRF R E N ARIRE—HIRE-

Baetl LA SR

BREBHRICKE MQTT EERIMBSIER. BEXINAEFPRIeSER—B a5 , Beeiia
DIRERIENEYSER TR LRSS AERRITERILIBEEMRARTEERARK MQTT &l
FFSEIXI AT, 1oT MARRFAMIFEaSREE | BRBRFHRSSRERE.

dWws
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iT#@: cmd/series100/group-3/lock-1/+

AWS IloT Core EEER 1

faE:
{

"clientld":"mobile-1",
"sessionld":"0193-0428",
"topic":"cmd/series100/mobile-1/res",

"action": {
"type":"generate-passcode”,
"uid":"visitor-1"

}

}

9 : N AWS IoT IR EMKAIXZIEREMAIaS
KE MQTT thkfE | EREBUE DTS RUBE CIS THIREEE. EXMERT oSS EE
HBXRER. RBEESN L RBFIRENE iR ID. 21& ID ENER. BA—MEETLUEZMNENE
x , FUER D ZEHERMIMEEBRTHER. FELRFIF | “action"FEREBIFEERIBREE
“generate-password LAR SIGRIZAXEXAIAS. &a  IREIRE MQTT iHER PR ERFE , F{E
SR A ENIA.

AWS loT Core EHREP 1
K% cmd/series100/mobile-1/res
faE:
{

"clientld":"lock-1",
"sessionld":"0193-0428",
"passcode":"728e84c6cd8c40ecd47beb5f9cd 71,

Ilttlll:“3600|l’
"res": {
"code":"200"
}

}

B 10 : &f0ZE| AWS IoT Core FYESBEDINMRAL
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LEEIBHNE Fimkdas SR

BEN®EEFinl] FEHMHU SR SN . SS5BaEFPiniEIIIIE SIS | IGEHL
BLARA AN INEIREBSEIRE LEEIME | ARRTEHEE AWS . #Hie , ROLEEEDE
R IR CABLAR B INZR 2R ( FIaN3cHe OAuth FHE. IERAEEIIRI% ) |, LAEReBR A IERT
.

FEULCTEMET  NAEFIBEMREFERGSER. EAERRURNTERMENEPSZ MREIBK
&<, PIRIARPRIFAII LB

1Ti%: emd/series100/mobile-1/+

"

BB AWS loT Core

&

=

"clientld":"lock-1",
"sessionld":"0193-0428",
"passcode":"728e84c6cd8c40ecd4 7bebS5f9cd 7",

"ttl":"3600",
"res"; {
"code":"200"
}

}

11 : M\ AWS IoT Core RIERIFERNZ FimA0ap S MM

MQTT &N EREH
AHHNREXRESRE—HOAERSMNENLIERG  XEAERB[HEE AN ME | Lk
WEEFERER. OREREESIEIT AWS loT Greengrass RIAMMKFHITIBE. AfF , AWS IoT
Greengrass &2[@ AWS oT Core 2HHX MQTT FRRIFFBIERESIEIR. HTLHERRINERZEN
FEIt Greengrass #1 AWS IoT Core Z[BIANREMMNER , TiCEAMAR LiFF.
I RERLLATFERER

o HFE{EREEEAY ID 9 occupancy-1 #1 occupancy-2

o K4 building-fresco

o BMEREEESETE building-fresco RS EREFEEIZTR L.

o Greengrass AR AIHE—HRIRFT /9 gateway-1

o  HEIRTA#EBMUARZRSE S acme BIERLIEHEXEX

dws
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https://aws.amazon.com/greengrass/
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M &5 A{EREEE] Greengrass RUZHEEN

BN ORERSEESTUNEIAEARASRBABEEN  FRAH—RGBEE. BT ORERSEA
RERBANSIBIHXREL | MESIABERRES | BitERSSmENERHEMEERES. Qg
TERSIERE. SRR BT BRI ER RITAMEIERENTRS. SREREERRY MQTT /R
BEXERSREREREXEKINE PUER E TSR Greengrass Core FEAMMRUIATE 5 BERIES

.
)

S FRfERkER AWS loT Greengrass

LLLLIL
et

K7 dt/acme/building-fresco/room4/occupancy-1

fagk:
{

"occupancy":true,

"delaytiming":664,

"recordedTime":1532233524
}

12 : M PG RET B E BT UL R AWS IoT Greengrass

dWws
16 I



Amazon Web Services 73 AWS loT Core i&it MQTT £,

MiBSZFI=AY Greengrass &l

eI | Greengrass NEEFARREGRBESN OREREEIEEE | RSBEUERIEXE] AWS IoT
Core. HIF Greengrass @BEZHIAMHR , ELE Greengrass @ AT MEREHEERINTTEIE.-
Greengrass FEEHBIRIIARER | LA 5 DHABEERAEINSWAERER. Greengrass INET
BEIEHSAIR BEFIFRRAT acme E4hFE MQTT ERR.

AWS loT Greengrass AWS loT Core

%7 : dt/lacme/building-fresco/gateway-1

fag:
[ {

"occupancy":true,
"delaytiming":664,
"recordedTime": 1532233524,
"room":4,
"sensorld":"occupancy-1"

13 : Greengrass BEMHNEENEUEARIEBEREKE AWS IoT Core

BED AWS loT #INIS |22 |, ERETLAE XRIEE AWS 10T Core BSHES AWS IRFBAIZE S . AWS loT #i
NEH SQL SELECT iF6). ERATmIEsAIMNIRIFAR. SQL SELECT IFAIRILAMEARI MQTT iR HiE
ENEE. AWS loT MR ERIFERISTEERL MQTT A SARA 0T MNER(E.

AN |2 SR EHREBEIEM AWS IRSBEEFHRMENIRELEKEEREIFA. 1oT MINISHF
EERE. IR 7. REENNEIERSFEREN I ToTANERAIE.

dWws
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
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IS5 &N =R
RA R ER RS GHTEN | AT A -

dt/<application-prefix>/<context>/<thing-name>/<dt-type>

MQTT ERENHEZFEN S application-prefix 55— PNFERRTNGFIREZ BRI ENERD .
R FEREFRENBERIREEHIRAEY 0T NAEFRIZIR. EREEN MQTT 4544 , EEILIBIEE ToT
AR FEZR SHFE N FRFE PR AR A KEXRIFT A I AT -
{
"sql":"SELECT *, topic(2) as applicationVersion, topic(3) as contextldentifier FROM 'dt/#",
"awsloTSqlVersion":"2016-03-23",

"ruleDisabled":false,
"actions":[{

.
}

BT MQTT EREMRIRT RIRESH |, EILCEARNIATLUERE MQTT EREREEIIARIE D FEEE
NEFNRET . TEEEENMEFFETEEMD AWS IRS T | XLBHSIREH PN E T

NS | S5as < MR

TCIe2(HF AWS IoT Device Shadow. IoT {EAAZRER MQTT S ERMAXRS | MNI5[EEBE—In
BT I 5B RERSS .

IRERE S RIRKINIE R

AWS 10T ¥iN3 |ZEa T RSN o SHIRIIER. oT MNETHRTGREEE | HINSIEFRRE ; EIN
SELECT {EA &4 pEfthoTdE | FIaNeEBMAYE ; FinrtEinE BB FERIEuEFME+ | Fian
Amazon DynamoDB. #TREGHNA AWS ZR 2T WEFERREGIVELELI. loT MUEENEFF
/9B DynamoDB iC® , FFEHHTF WHERE FABEFMRAEAGS | ALZM UG RING /9
status (I AE | ZEFHSHRCH Inprogress.

dWws
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https://aws.amazon.com/dynamodb/
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{
"sql":"SELECT session ID AS token,timestamp()/1000 as ttl, topic AS responseTopic, client ID AS
requestorld, action.type AS commandType, 'In Progress' AS status FROM 'cmd/series100/# WHERE

topic(5) == 'credentials' ",
"awsloTSqlVersion":"2016-03-23",
"ruleDisabled":false,
"actions":[{

"dynamoDBv2": {
"roleArn":"arn:aws:sns:us-east-1:12345678:sns_role",

"putltem"”:{
"tableName": "command_sessions_table"

}
}
3]
}

H 10T ESRFEW e SBERET , DARINSREREER TR OHICR.

EBITEE MQTT ERRERELRE: , N ERBEFABSASEERER (HII0 , FIES1E 1D FIEEREN
(EFRRIMNERR ) . {EZOBINNTIRE , ZNAREFAJRERRE A loT SN , IZMNERSIE 1D B
R TR E R E IS EA SRR
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IBSEHLLTRA

{
"sql":"SELECT session ID AS token, timestamp()/1000 as ttl, topic() AS responseTopic, client ID AS

requestorld, res.code AS responseCode, 'Complete’ AS status FROM 'cmd/series100/# WHERE
topic(5) == 'res' ",
"awsloTSqlVersion":"2016-03-23",
"ruleDisabled":false,
"actions":[{
"dynamoDBv2": {
"roleArn":"arn:aws:sns:us-east-1:12345678:sns_role",
"putltem"”:{
"tableName": "command_sessions_table"

}
}
1]
}

(ENS|EETNEES MQTT EREHITED

EEN loT MNAYERS AT | IBEES MQTT F20F0 AWS IoT NS [ZEARRAILATEN ¢

o {#F topic(Decimal) MNREUET MQTT AP ERI_LTEBRKATT MQTT IHE.

o M timestamp() MM REEIESBEEENA AWS loT Core BIRTBIKEARIRTIEIEL.

o NRERIBSHKAAVZE JSON ST | IBFERINISIZERY SELECT #1 WHERE FEIH5|RIE L TX
RETTEIE | S1=1E ID. BfttREEE AT HER S AR R LR ARt it A IR

o T AWS loT #R{FPEREREIRIETERRIMALRI AWS loT MINERIEERD. BEIETRRIAR |
B LARER At AR Ao S ES ER E T if7 ToT AURIZRAE.

o EREGSHIBEKRNTHIER , BEA AWS loT M3 IZEEEIRFIIRESIFIETE DynamoDB £
RS+, QIFEHERT , AJLAER TTL FERM DynamoDB BalfFS#lE. MRS HELERLX
<, MBTLAE IoT M5 285 Amazon Kinesis F&BC{SEFAFE DynamoDB 17 B4 IPEHE-

o {55F3 AWS IoT Il WHERE FHITHFEAERF AWS loT #FRYERE. WHERE FHJA]5 JSON faZk
3 AW 5| 2 R — &R Bl a0 getthing shadow(thingName, roleARN) B,
aws_lambda(functionArn, input]son).

e AWS IoT Core WEIEESS , £/ Amazon Kinesis B, Amazon SQS & AWS IRSESFE TEHERE
LIRBEEMEIN MQTT . EZMBEERE , B9 LIE AWS Lambda 8% Amazon Elastic
Compute Cloud (Amazon EC2) FIZfTECHIELE , LB GAEEERFHIFER  HERSED
RE. IREXRENIRFEBREMTTEERFE R E.

MQTT 2—MiEER. &, RiFEEAN loT Y. BEAFRENIRENRZ ANBEMLE , XL

dWws
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-sql-functions.html#iot-function-topic
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sql-functions.html#iot-function-timestamp
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sql-select.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sql-where.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-substitution-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sql-functions.html#iot-sql-function-get-thing-shadow
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sql-functions.html#iot-func-aws-lambda
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
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FBOTLAEBILABEN SRS R P ERREA. STHIE AWS loT £ MQTT RIFIIRS BIR M |
RARBNBTHEFREUTY B oT REBENTLIERNETRIELE. SRfiEEEm.

AWS [oT SHFEX SARNEREGBRIIRNR. | BAFEZ MQITBEEREI. LIk, AWSIoT
RS EIIRMEMITERSS | SfAEARIRT AWS loT {Fdl. AWS IoT Shadow F1 AWS loT FLRSF|ZE.
R 10T BRRTIEAT | IBEREX EN IR SHIRESLE , RRRERED MQTT RITAS SR H1E
AREY MQTT SWARESLEAEITZR. &5 |, &I loT ERENNAIFNaFREEF ST M. L
PEEKRANVSINME |, B, FF&. RIHFIGER AWS loT SN |, LAFESFIF loT RFBAZRFRY MQTT
FERRZRA.

AT XS SRS SRt N AFNALR
e Olawale Oladehin. Solutions Architect. AWS IoT
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o AWSHEZH
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https://aws.amazon.com/whitepapers/
https://docs.aws.amazon.com/iot/latest/developerguide/index.html

